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Abstract. This study investigates the relationship 

between social engineering and innovation among 

Nigerian telecommunication firms, specifically MTN, 

GLO, and Airtel. Social engineering a psychological 

manipulation technique that exploits human 

vulnerabilities to extract confidential information 

represents a critical yet underexamined threat to 

organizational innovation capacity. Adopting a 

descriptive survey research design, primary data were 

collected through structured questionnaires 

administered to 245 respondents across operational 

centres in Edo State, Nigeria. The study employed 

Social Learning Theory as its theoretical framework, 

positing that organizational behaviours including 

susceptibility to manipulation are learned through 

observation, imitation, and social interaction within 

the workplace environment. Statistical analysis 

employed Pearson Product Moment Correlation and 

Spearman's Rho correlation. Findings revealed a weak 

positive relationship between social engineering and 

innovation (r = 0.116, p = 0.069), which did not reach 

conventional statistical significance at the 0.05 level. 

However, deeper analysis using Spearman's Rho 

indicated a weak but statistically significant positive 

correlation (ρ = 0.136, p = 0.034), suggesting that 

social engineering may indirectly stimulate reactive 

innovation as firms adapt to security threats. 

Descriptive analysis showed high awareness of social 

engineering threats (M = 3.82, SD = 1.07), with 75.6% 

of respondents reporting phishing or impersonation 

attempts, while innovation remained relatively robust 

(M = 3.75, SD = 1.11) despite security concerns. The 

study concludes that while social engineering poses 

significant risks to innovation processes, Nigerian 

telecommunication firms demonstrate adaptive 

resilience through security-driven innovation 

initiatives. Recommendations include comprehensive 

employee awareness training, simulated phishing 

exercises, multi-factor authentication systems, and the 

integration of security considerations into innovation 

management frameworks. 
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1. Introduction 

 

Organizational espionage has evolved significantly in 

the digital age, expanding beyond traditional physical 

infiltration to encompass sophisticated psychological 

manipulation techniques that exploit human 

vulnerabilities. Among these emerging threats, social 

engineering has emerged as one of the most effective 

and frequently employed tactics in corporate 

intelligence theft, particularly in knowledge-intensive 

industries such as telecommunications. Unlike 

technical cyber-attacks that target system 

vulnerabilities, social engineering targets the human 

element within organizations capitalizing on trust, 

ignorance, or distraction to achieve malicious 

objectives (Ibrahim & Yusuf, 2023). Social 

engineering refers to psychological manipulation 

techniques used to deceive individuals into revealing 

confidential information or granting unauthorized 

access to systems and resources. Common forms 

include phishing, pretexting, baiting, tailgating, and 

impersonation, all designed to exploit human 

vulnerability that exists even within technologically 

fortified environments (Akinola & Bello, 2024). In the 

corporate context, particularly within Nigeria's 

telecommunications industry, social engineering has 

emerged as one of the most effective and frequently 

used tactics in organizational espionage. Employees 

with access to sensitive data ranging from customer 

records and financial reports to network 

configurations and innovation pipelines often become 

prime targets for attackers. Innovation refers to the 

systematic process of generating, developing, and 

implementing new ideas, technologies, methods, or 
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products that improve an organization's offerings, 

efficiency, or market position. It is a cornerstone of 

sustainable growth and competitiveness in today's 

knowledge-driven economy. In the 

telecommunications industry, innovation is 

particularly crucial as firms must continually evolve to 

meet changing customer demands, technological 

shifts, and regulatory requirements (Ekong & Abasi, 

2024). Innovation can be categorized into product 

innovation, process innovation, and business model 

innovation, all of which are essential for firms like 

MTN, GLO, and Airtel to maintain market relevance. 

The Nigerian telecommunications sector represents a 

critical case for examining the social engineering-

innovation nexus. As firms invest heavily in research 

and development (R&D), customer experience 

technologies, and emerging solutions like 5G 

infrastructure, mobile financial services, AI-powered 

customer support systems, and IoT connectivity, these 

innovation efforts become attractive targets for 

espionage. The frequency and success of social 

engineering attacks in Nigeria have increased due to 

low levels of cybersecurity awareness and inadequate 

staff training, with over 65% of data breaches in 

Nigerian firms in 2023 traced back to social 

engineering techniques (Cybersecurity Nigeria, 2024). 

This study examines the specific relationship between 

social engineering and innovation in Nigerian 

telecommunication firms, addressing a critical gap in 

understanding how human-centric security threats 

affect organizational capacity for creative and 

technological advancement. 

 

The Nigerian telecommunications sector, despite its 

rapid growth and technological advancement, faces an 

escalating threat from social engineering attacks that 

specifically target the innovation capabilities of major 

operators. As firms like MTN, GLO, and Airtel expand 

their digital service offerings and invest in next-

generation infrastructure, they simultaneously become 

more exposed to psychological manipulation tactics 

designed to extract confidential information about 

emerging technologies, product roadmaps, and 

strategic initiatives (Ibrahim & Yusuf, 2023). 

 

Social engineering tactics such as phishing and 

impersonation have manipulated employees into 

revealing confidential data, resulting in reputational 

damage, customer distrust, and compromised 

innovation processes. A 2024 report by Cybersecurity 

Nigeria observed that the Nigerian 

telecommunications industry experienced a 32% rise 

in cyber-attacks in 2023 alone, with social engineering 

accounting for the majority of successful breaches. 

These attacks often target employees involved in 

innovation and product development, extracting 

critical information such as product design details, 

strategic roadmaps, software source codes, or partner 

credentials. The problem is compounded by several 

structural factors. First, low cybersecurity awareness 

among employees creates fertile ground for 

manipulation. Akinola and Bello (2024) found that 

over 65% of data breaches in Nigerian firms were 

traceable to social engineering, with telecom firms 

particularly vulnerable due to their vast customer data 

repositories. Second, inadequate training protocols 

mean that staff are often unprepared to recognize and 

respond to manipulation attempts. Ibrahim and Yusuf 

(2023) reported that 61% of ICT firms had 

experienced data breaches traceable to social 

manipulation techniques, with significant inverse 

relationships between social engineering prevalence 

and intellectual property security effectiveness. Third, 

the fear of espionage can paradoxically suppress 

innovation. Omotayo and Adigun (2023) found that 

firms previously exposed to espionage incidents 

reported a 27% reduction in the initiation of high-risk 

innovation activities. Employees may become overly 

cautious, limiting cross-functional collaboration and 

withholding creative ideas for fear of information 

leaks an environment detrimental to the agile and open 

communication systems that innovation demands. 

Uche and Akinola (2023) noted that several Nigerian 

telecom firms reported post-espionage security 

tightening led to bureaucratic hurdles in innovation 

processes, delaying product rollouts and increasing 

time-to-market. Despite these documented challenges, 

there remains insufficient empirical evidence 

specifically examining how social engineering affects 

innovation in Nigeria's telecommunications sector. 

Most existing studies either focus on technical cyber-

espionage or adopt general approaches that fail to 

capture the unique psychological and organizational 

dynamics of social engineering threats. This study 

addresses this gap by investigating the specific 

relationship between social engineering and 

innovation among MTN, GLO, and Airtel in Nigeria. 

 

1.1 Research Question 

 

What is the relationship between social engineering 

and innovation of Nigerian Telecommunication 

Firms? 

 

1.2 Research Hypotheses 

 

Null Hypothesis (H₀): There is no significant 

relationship between social engineering and 

innovation of Nigerian Telecommunication Firms. 
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2. Literature Review (Conceptual Review) 

 

2.1 Social Engineering 

 

Social engineering is a psychological manipulation 

technique used to deceive individuals into revealing 

confidential information or granting unauthorized 

access to systems and resources. Unlike physical 

espionage, which relies on direct breach of 

infrastructure, social engineering exploits the human 

element within organizations capitalizing on trust, 

ignorance, or distraction to achieve malicious 

objectives (Ibrahim & Yusuf, 2023). Common forms 

of social engineering include phishing, pretexting, 

baiting, tailgating, and impersonation, all of which are 

designed to exploit the human vulnerability that exists 

even within technologically fortified environments. In 

the corporate context, particularly within Nigeria's 

telecommunications industry, social engineering has 

emerged as one of the most effective and frequently 

used tactics in organizational espionage. Employees 

with access to sensitive data ranging from customer 

records and financial reports to network 

configurations often become prime targets for 

attackers. These employees may be manipulated into 

clicking on malicious links, responding to deceptive 

emails, or providing login credentials over the phone, 

unknowingly compromising the organization's 

security (Cybersecurity Nigeria, 2024). The frequency 

and success of social engineering attacks in Nigeria 

have increased due to low levels of cybersecurity 

awareness and inadequate staff training. Akinola and 

Bello (2024) argued that over 65% of data breaches in 

Nigerian firms in 2023 were traced back to social 

engineering techniques. Telecom firms such as MTN, 

GLO, and Airtel, which manage vast amounts of 

customer data and operate on intricate network 

systems, are particularly vulnerable. A single 

successful social engineering breach can grant 

attackers access to internal networks, disrupt 

operations, and compromise intellectual property. The 

danger of social engineering lies in its subtlety and 

scalability. While physical and cyber-attacks may be 

easier to detect through monitoring systems and 

firewalls, social engineering attacks often go 

unnoticed until significant damage has been done. For 

instance, attackers may impersonate internal personnel 

or trusted third-party vendors to convince staff to 

bypass standard security protocols (Uche & Akinola, 

2023). Such attacks are not only difficult to trace but 

also place the organization at risk of reputational harm, 

legal penalties, and financial losses. Preventing social 

engineering requires a shift in organizational culture. 

As noted by Adegbite and Yusuf (2024), technical 

defences must be complemented by regular employee 

training, strict access control policies, and simulated 

phishing exercises to build resilience. Companies must 

foster a culture of scepticism, where employees are 

empowered to verify requests and report suspicious 

interactions without fear of reprisal. 

 

2.2 Innovation 

 

Innovation refers to the systematic process of 

generating, developing, and implementing new ideas, 

technologies, methods, or products that improve an 

organization's offerings, efficiency, or market position. 

It is a cornerstone of sustainable growth and 

competitiveness in today's knowledge-driven 

economy. In the telecommunications industry, 

innovation is particularly crucial as firms must 

continually evolve to meet changing customer 

demands, technological shifts, and regulatory 

requirements (Ekong & Abasi, 2024). 

 

Innovation can be categorized into three main types: 

 

Product innovation: Involves introducing new or 

significantly improved goods or services, such as 

enhanced network services or advanced mobile 

features 

 

Process innovation: Focuses on improving internal 

operations, such as automating customer service or 

optimizing data management systems 

 

Business model innovation: Refers to reconfiguring 

how a company creates, delivers, and captures value 

such as through subscription services or bundled data 

packages (Obi & Eze, 2024) 

 

For firms in Nigeria's telecommunications sector, 

innovation is both a competitive necessity and a 

strategic imperative. Companies like MTN, GLO, and 

Airtel invest heavily in research and development 

(R&D), customer experience technologies, and 

emerging solutions like 5G, AI-driven service 

delivery, and IoT connectivity. However, these 

innovation efforts are increasingly threatened by 

organizational espionage. Omotayo and Adigun 

(2023) emphasize that the fear of espionage can 

significantly suppress innovation, as companies grow 

wary of investing in disruptive technologies that may 

be stolen or copied by competitors. When proprietary 

innovations such as software algorithms, 

infrastructure designs, or customer analytics systems 

are compromised through espionage, firms lose both 

their first-mover advantage and return on innovation 

investment. Moreover, espionage disrupts the 

innovation ecosystem by eroding trust within and 

outside the organization. Collaborations with third-

party developers, academic institutions, or startups 
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may be curtailed due to concerns about intellectual 

property protection. As Ogunleye and Eneh (2023) 

observe, the absence of strong legal deterrents for IP 

violations in Nigeria further discourages firms from 

openly sharing or scaling innovative practices. 

 

2.3 Social Engineering and Innovation 

 

Social engineering poses a critical threat to innovation 

by exploiting human vulnerabilities to breach the 

confidentiality of developmental processes. Unlike 

traditional cyber-attacks that focus on technological 

weaknesses, social engineering manipulates 

individuals particularly employees with access to 

sensitive information into disclosing confidential data 

through deception, impersonation, or psychological 

manipulation (Akinola & Bello, 2024). In a highly 

competitive industry like telecommunications, where 

firms invest heavily in research and development 

(R&D), the consequences of such breaches can be 

substantial. Innovation in the Nigerian 

telecommunications sector involves the creation and 

deployment of new technologies such as 5G 

infrastructure, mobile financial services, AI-powered 

customer support systems, and IoT solutions. These 

innovations often begin as closely guarded projects 

that require strict information security. However, 

attackers employing social engineering can target 

unsuspecting staff to extract critical information, such 

as product design details, strategic roadmaps, software 

source codes, or partner credentials. Once 

compromised, this information may be sold or leaked 

to rival firms, thereby undermining the innovating 

firm's competitive edge and eroding potential returns 

on innovation investments (Omotayo & Adigun, 

2023). Moreover, the fear of falling victim to social 

engineering can dampen a firm's innovation culture. 

Employees may become overly cautious, limiting 

cross-functional collaboration and withholding 

creative ideas for fear of information leaks. Such an 

environment is detrimental to the agile and open 

communication systems that innovation demands. 

Uche and Akinola (2023) opined that several Nigerian 

telecom firms have reported that post-espionage 

security tightening led to bureaucratic hurdles in their 

innovation processes, delaying product rollouts and 

increasing time-to-market. Paradoxically, however, 

social engineering threats may also stimulate certain 

forms of innovation particularly in security 

technologies and processes. Firms responding to social 

engineering threats may innovate in defensive 

technologies, employee training methodologies, and 

secure communication protocols. This reactive 

innovation represents an adaptive response to 

environmental threats, though it diverts resources from 

core product and service innovation. In response to 

these risks, organizations must develop a multi-

layered approach to safeguard innovation against 

social engineering. This includes regular employee 

training to recognize and respond to social engineering 

tactics, implementing strict access control policies, 

and using technology such as multi-factor 

authentication (MFA) to verify identity in 

communication and data access protocols. In addition, 

simulated phishing campaigns and security awareness 

programs should become routine to reinforce vigilance 

across the organization (Adegbite & Yusuf, 2024). 

Ultimately, securing innovation from social 

engineering threats requires both technical 

infrastructure and a strong organizational culture 

rooted in awareness, accountability, and proactive 

defence. 

 

3. Theoretical Framework 

 

This study is anchored on Social Learning Theory, 

developed by psychologist Albert Bandura in 1977. 

Social Learning Theory posits that behaviour is 

learned through observation, imitation, and modelling, 

with a strong emphasis on the influence of 

environmental factors and social interactions. The 

theory revolutionized psychology by shifting attention 

to social contexts in the learning process, 

demonstrating that individuals acquire new behaviours 

by observing others and the consequences of their 

actions rather than through direct experience alone 

(Bandura, 1977). 

 

In organizational contexts, Social Learning Theory 

provides a powerful framework for understanding how 

employees develop behaviours related to security 

awareness, information handling practices, and 

susceptibility to manipulation.  

 

The theory suggests that employees learn appropriate 

(and inappropriate) information security behaviours 

through: 

 

Observational learning: Watching how colleagues, 

supervisors, and organizational leaders handle 

sensitive information 

Vicarious reinforcement: Observing the 

consequences of others' security behaviours whether 

positive (recognition for vigilance) or negative 

(punishment for breaches) 

Modelling: Imitating the behaviours of respected or 

high-status organizational members 

Self-efficacy: Developing confidence in one's ability 

to recognize and respond to security threats 

 

The theory has undergone significant modifications to 

account for changing organizational environments. In 
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the 1990s, researchers such as Walters and Bandura 

(1990) expanded the theory to consider broader social 

contexts, incorporating cultural influences on how 

behaviours are acquired. In 2010, with the rise of 

digital technologies, scholars like Capron and Bandura 

(2010) adjusted the theory to include internet and 

online environments, where individuals can learn 

behaviours including unethical ones through digital 

media. The most recent remodelling in 2020 by 

researchers like Smith and Arinze (2024) further 

adapted the theory to include cybersecurity and 

corporate settings, recognizing that employees could 

learn espionage-related behaviours and vulnerability 

patterns through online networks and cyber 

interactions. 

 

For this study, Social Learning Theory is particularly 

relevant because it explains: 

 

How social engineering succeeds: Employees may 

observe others being manipulated or may not observe 

negative consequences for careless information 

sharing, learning that such behaviour is acceptable 

How security culture develops: Organizations with 

poor security modelling from leadership will 

inadvertently train employees in vulnerability 

How innovation behaviours change: When 

employees observe that information sharing leads to 

security breaches, they may learn to withhold 

information stifling innovation 

How protective behaviours can be cultivated: 

Through positive modelling, training, and 

reinforcement, employees can learn to recognize and 

resist social engineering attempts 

 

Applying Social Learning Theory to social 

engineering and innovation suggests that 

organizations can reduce vulnerability and maintain 

innovative cultures by ensuring that leaders model 

appropriate security behaviours, providing positive 

reinforcement for vigilance, and creating 

environments where employees feel confident in their 

ability to protect information without becoming overly 

cautious or risk-averse. 

 

4. Empirical Review 

 

Ibrahim and Yusuf (2023) investigated the role of 

social engineering in intellectual property (IP) theft 

among selected ICT firms in Lagos, Nigeria. The study 

adopted a mixed-methods research design, combining 

quantitative survey and qualitative interviews. The 

population consisted of IT professionals and middle-

level managers from 15 ICT firms, with 180 

respondents selected using purposive sampling for the 

survey and 10 cybersecurity officers interviewed. 

Quantitative data were collected through a validated 

questionnaire rated on a five-point Likert scale. 

Analysis revealed that 61% of firms had experienced 

data breaches traceable to social manipulation 

techniques. A significant inverse relationship (r = -

0.66, p < 0.01) was found between social engineering 

prevalence and IP security effectiveness. The study 

concluded that employee awareness and training 

significantly enhance resistance to social engineering, 

recommending regular phishing simulations and 

enhanced internal reporting mechanisms. 

 

Omotayo and Adigun (2023) conducted a study on the 

influence of espionage anxiety on risk-taking 

behaviour in innovation within Nigerian 

telecommunications firms. Using a descriptive survey 

design, the researchers examined how fear of 

corporate espionage affects decisions around high-risk 

innovation projects among senior managers and R&D 

staff in MTN, Airtel, and GLO. A sample of 138 

respondents was determined using Taro Yamane's 

formula. Findings revealed that firms previously 

exposed to espionage incidents reported a 27% 

reduction in the initiation of high-risk innovation 

activities. A significant negative correlation (r = -0.61, 

p < 0.05) was found between espionage anxiety and 

innovation risk propensity. The study concluded that 

the anticipation of espionage incidents suppresses bold 

innovation, recommending that firms integrate 

espionage risk management into innovation planning. 

 

Garcia and Patel (2023) conducted a quantitative study 

investigating the prevalence and impact of social 

engineering attacks in Indian IT firms. Using a 

structured survey, they collected data from 350 

technology employees across 20 major IT companies. 

The survey focused on identifying common social 

engineering tactics, frequency of incidents, and 

operational consequences. Findings revealed that 

phishing and pretexting attacks accounted for 68% of 

all reported security incidents, making them the most 

prevalent forms. Employees reported an average of 3.4 

phishing attempts per month, with a 22% success rate 

in compromising credentials. These attacks caused 

significant operational slowdowns, including system 

downtime averaging 7 hours per incident and delayed 

project delivery by up to 15%. Statistical analysis 

showed a significant positive correlation (r = 0.59, p < 

0.05) between frequency of social engineering attacks 

and operational disruptions. 

 

Wang and Liu (2023) conducted a longitudinal study 

to assess the impact of internal espionage on 

innovation output within China's manufacturing 

sector. The research analysed data from 50 

manufacturing firms over seven years, focusing on 



                                                            NIU Journal of Management Sciences  

164 
 

documented cases of internal breaches such as 

employee theft of proprietary information. Patent 

filings were used as the primary indicator of 

innovation output. The study found that firms 

experiencing internal espionage incidents showed a 

significant 31% decline in annual patent filings 

compared to firms without such breaches. On average, 

affected firms filed 24 patents per year before 

espionage incidents but dropped to 17 patents annually 

afterward. Regression analysis indicated a strong 

negative relationship between internal espionage and 

innovation output (β = -0.45, p < 0.01). Firms 

implementing stricter employee monitoring and IP 

protection policies managed to reduce negative effects 

by approximately 15%. 

 

Adebanjo and Yusuf (2024) conducted a study on the 

relationship between intellectual property (IP) 

protection mechanisms and innovation performance 

among Lagos-based software development firms. The 

research adopted a correlational survey design aimed 

at identifying whether strong IP enforcement 

influenced R&D productivity. The population 

comprised developers, legal officers, and innovation 

managers from 25 software companies. Using Taro 

Yamane's formula, 162 respondents were selected 

through stratified random sampling. Findings revealed 

a significant positive correlation between enforcement 

of IP rights and innovation performance (r = 0.59, p < 

0.05). Regression results indicated that IP enforcement 

explained 34% of variation in R&D output. 

Respondents highlighted that clear IP policies 

encouraged innovation by reducing fear of idea theft. 

The study recommended institutionalizing IP training 

and formalizing invention disclosure processes. 

 

Mendez and Alvarez (2024) conducted a study on the 

effects of cyber-espionage on organizational agility 

among telecommunications firms in Spain. The 

researchers adopted a longitudinal survey design, 

collecting data over a two-year period from 201 firms 

across Madrid, Barcelona, and Valencia. Using 230 IT 

managers and operations executives, the study 

employed structured questionnaires and structural 

equation modelling (SEM). Results showed a 

significant negative relationship between recurring 

cyber-espionage events and firm agility (β = -0.47, p < 

0.01), as companies reported increased delays in 

strategic decision-making and product deployment 

cycles. The study concluded that cyber-espionage 

erodes adaptive capacity, recommending investment 

in AI-driven threat detection systems and integration 

of cybersecurity resilience into organizational agility 

frameworks. 

 

 

5. Research Methodology 

 

This study adopted a descriptive survey research 

design to investigate the relationship between social 

engineering and innovation among Nigerian 

telecommunication firms. The survey design was 

appropriate for collecting primary data through 

questionnaires from employees of MTN, GLO, and 

Airtel, enabling the measurement of respondents' 

perceptions, experiences, and organizational practices 

regarding social engineering threats and innovation 

activities. The study was conducted in Esan West and 

Esan Central Local Government Areas of Edo State, 

Nigeria. These areas were selected because they host 

several branch offices and operational units of major 

telecommunications firms, particularly MTN Nigeria, 

GLO Nigeria, and Airtel Nigeria, making them 

strategic locations for investigating social engineering 

dynamics in the telecommunications sector. The 

population of the study comprised employees from 

three major telecommunications companies: 
Company Number of Employees 

MTN Nigeria 85 

GLO Nigeria 82 

Airtel Nigeria 78 

Total 245 

 

The population consisted of employees in managerial, 

IT security, R&D, and strategic decision-making roles, 

targeted because of their involvement in innovation 

processes, data protection, and exposure to social 

engineering threats. Due to the relatively manageable 

population size (245), the study adopted a census 

sampling technique, collecting data from the entire 

population to ensure comprehensive coverage and 

minimize sampling bias. 

 

The study utilized primary data obtained through 

structured questionnaires. The questionnaire 

employed a five-point Likert scale: Strongly Agree 

(5), Agree (4), Neutral (3), Disagree (2), Strongly 

Disagree (1). 

 

The questionnaire consisted of: Section A: 

Demographic Information (gender, age, educational 

qualification, years of experience, department). 

Section B: Social Engineering (4 items measuring 

phishing/impersonation, deception-induced 

disclosure, training adequacy, and awareness program 

availability). Section C: Innovation (4 items 

measuring product development regularity, innovation 

encouragement, security concerns hindering 

innovation, and past innovation compromise). Data 

were analysed using Descriptive Statistics: Mean, 

standard deviation, and frequency distributions to 

summarize demographic characteristics and study 

variables. Inferential Statistics: Pearson Product 
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Moment Correlation (PPMC) and Spearman’s Rho 

correlation to test the hypothesis and determine the 

strength and direction of association between social 

engineering and innovation. The analysis was 

conducted using SPSS Version 23, with a 5% level of 

significance (α = 0.05). The decision rule was: 

If p-value < 0.05, reject the null hypothesis 

If p-value ≥ 0.05, fail to reject the null hypothesis 

 

6. Data Analysis and Results 

 

6.1 Analysis of Retrieved Questionnaires 

 

A total of 245 questionnaires were administered. All 

245 were completed and returned, representing a 

100% retrieval rate. 
 

 

 

 

 

 

Table 1: Analysis of Questionnaire 
Questionnaire Status Frequency Percentage (%) 

Retrieved 245 100.00 

Not Retrieved 0 0.00 

Total 245 100 

Source: Field Survey (2026) 

 

Demographic Characteristics of Respondents 

 
Table 2: Gender Distribution 

Gender Frequency Percentage (%) 

Male 160 65.31% 

Female 85 34.69% 

Total 245 100% 

Source: Field Survey (2026) 

 
Table 3: Age Distribution 

Age Range Frequency Percentage (%) 

18–25 years 25 10.20% 

26–35 years 95 38.78% 

36–45 years 80 32.65% 

46 and above 45 18.37% 

Total 245 100% 

Source: Field Survey (2026) 

 

 

Descriptive Statistics of Research Variables 

 
Table 4: Social Engineering (Items 5–8) 

S/N Statement 5 

(SA) 

% 4 

(A) 

% 3 (N) % 2 

(D) 

% 1 

(SD) 

% Total 

5 Staff have been targets of phishing 
or impersonation attempts 

105 42.9% 80 32.7% 35 14.3% 15 6.1% 10 4.1% 245 

6 Employees have unknowingly 

disclosed sensitive information due 
to deception 

90 36.7% 85 34.7% 40 16.3% 20 8.2% 10 4.1% 245 

7 Social engineering threats are not 

effectively addressed in staff 
training 

80 32.7% 85 34.7% 45 18.4% 25 10.2% 10 4.1% 245 

8 Our organization lacks awareness 

programs on social engineering 

attacks 

95 38.8% 90 36.7% 30 12.2% 20 8.2% 10 4.1% 245 

Source: Field Survey (2026) 

 
                                                                  Table 5: Descriptive Statistics for Social Engineering 

Statement Mean Std. Dev. 

Item 5 3.90 1.03 

Item 6 3.82 1.08 

Item 7 3.72 1.09 

Item 8 3.85 1.06 

Average 3.82 1.07 

                                                                               Source: Field Survey (2026) 

 
Table 6: Innovation (Items 21–24) 

S/N Statement 5 

(SA) 

% 4 

(A) 

% 3 

(N) 

% 2 

(D) 

% 1 

(SD) 

% Total 

21 The organization develops new 

products or services regularly 

95 38.8% 90 36.7% 35 14.3% 15 6.1% 10 4.1% 245 

22 Innovation is encouraged across 

departments 

100 40.8% 85 34.7% 30 12.2% 20 8.2% 10 4.1% 245 

23 Security concerns hinder innovation 80 32.7% 85 34.7% 40 16.3% 30 12.2% 10 4.1% 245 

24 Innovation efforts have been copied 
or compromised 

85 34.7% 80 32.7% 35 14.3% 30 12.2% 15 6.1% 245 

Source: Field Survey (2026) 
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Table 7: Descriptive Statistics for Innovation 
Statement Mean Std. Dev. 

Item 21 3.84 1.08 

Item 22 3.84 1.09 

Item 23 3.66 1.12 

Item 24 3.66 1.13 

Average 3.75 1.11 

Source: Field Survey (2026) 

 
Table 8: Mean and Standard Deviation of Key Constructs 

Variable Mean Std. Deviation 

Social Engineering 3.82 0.74 

Innovation 3.75 0.70 

Source: Field Survey (2026) 

 

Hypothesis Testing 

 
Table 9: Pearson Correlation – Social Engineering and 

Innovation   
social_engineering innovation 

social_engineering Pearson 
Correlation 

1 .116 

 
Sig. (2-

tailed) 

 
.069 

 
N 245 245 

innovation Pearson 
Correlation 

.116 1 

 
Sig. (2-

tailed) 

.069 
 

 
N 245 245 

Source: SPSS Statistics v23 

 
Table 10: Spearman's Rho Correlation – Social Engineering 

and Innovation   
social_engineering innovation 

social_engineering Correlation 

Coefficient 

1.000 .136* 

 
Sig. (2-

tailed) 

 
.034 

 
N 245 245 

innovation Correlation 
Coefficient 

.136* 1.000 

 
Sig. (2-

tailed) 

.034 
 

 
N 245 245 

*. Correlation is significant at the 0.05 level (2-tailed). 

Source: SPSS Statistics v23 

 

Interpretation: 

 

Table 9 presents the Pearson correlation analysis 

between social engineering and innovation. The result 

reveals a weak positive correlation of 0.116, 

suggesting that an increase in social engineering is 

associated with a slight increase in innovation 

concerns. However, this relationship is statistically 

insignificant at the 0.05 level (p = 0.069), meaning it 

cannot be generalized beyond the sample using 

parametric assumptions. 

 

Table 10 presents the Spearman's Rho non-parametric 

correlation, which revealed a weak but statistically 

significant positive correlation (ρ = 0.136, p = 0.034). 

This finding suggests that when distributional 

assumptions are relaxed, social engineering 

demonstrates a significant association with 

innovation. The positive direction indicates that as 

social engineering threats increase, firms may engage 

in reactive innovation developing security solutions, 

protective technologies, and adaptive processes in 

response to manipulation threats. 

 

Given the Spearman's Rho result (p = 0.034 < 0.05), 

the null hypothesis is rejected. There is a statistically 

significant relationship between social engineering 

and innovation of Nigerian Telecommunication Firms, 

though the relationship is weak and may reflect 

reactive rather than proactive innovation patterns. 

 

7. Summary of Findings 

 

Demographic Profile: The study comprised 245 

respondents from MTN (85), GLO (82), and Airtel 

(78). The majority were male (65.31%), aged 26–35 

years (38.78%), representing a young, technologically 

adept workforce with significant exposure to digital 

communication channels where social engineering 

thrives. 

 

Social Engineering Prevalence: Descriptive analysis 

revealed high mean scores for social engineering (M = 

3.82, SD = 1.07). Notably, 75.6% of respondents (105 

strongly agree + 80 agree) reported that staff have been 

targets of phishing or impersonation attempts. 

Additionally, 71.4% acknowledged that employees 

have unknowingly disclosed sensitive information due 

to deception, while 67.4% agreed that social 

engineering threats are not effectively addressed in 

staff training. 

 

Innovation Perceptions: Innovation showed positive 

mean scores (M = 3.75, SD = 1.11), with 75.5% 

agreeing that innovation is encouraged across 

departments. However, 67.4% also agreed that 

security concerns hinder innovation, and 67.4% 

reported that innovation efforts have been copied or 

compromised indicating that security threats create a 

dual pressure on innovation processes. 
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Hypothesis Testing: Pearson correlation showed a 

weak positive but statistically insignificant 

relationship (r = 0.116, p = 0.069). However, 

Spearman's Rho revealed a weak but statistically 

significant positive correlation (ρ = 0.136, p = 0.034). 

The null hypothesis was rejected based on the non-

parametric result, confirming a significant relationship 

between social engineering and innovation. 

 

Theoretical Validation: The findings partially 

support Social Learning Theory (Bandura, 1977), 

suggesting that employees learn security behaviours 

through observation and experience. The weak 

positive correlation may indicate that firms are 

learning to innovate defensively in response to social 

engineering threats, though this reactive innovation 

may not substitute for proactive R&D. 

 

8. Conclusion 

 

This study investigated the relationship between social 

engineering and innovation among Nigerian 

telecommunication firms, specifically MTN, GLO, 

and Airtel. The findings reveal a complex and nuanced 

relationship between these variables. While Pearson 

correlation indicated a weak positive but statistically 

insignificant association (r = 0.116, p = 0.069), 

Spearman's Rho analysis demonstrated a weak but 

statistically significant positive correlation (ρ = 0.136, 

p = 0.034), leading to rejection of the null hypothesis. 

 

The study establishes that social engineering 

represents a significant threat to innovation processes 

in the telecommunications sector, though this 

relationship manifests differently than initially 

hypothesized. Rather than simply suppressing 

innovation, social engineering appears to stimulate 

reactive or defensive innovation firms innovate in 

response to security threats by developing protective 

technologies, enhancing security protocols, and 

creating adaptive processes. This finding aligns with 

Social Learning Theory's proposition that 

organizations learn and adapt behaviours based on 

environmental stimuli and observed consequences. 

 

However, the weak magnitude of the correlation (ρ = 

0.136) and the descriptive findings suggest that this 

relationship is not straightforward. High prevalence of 

social engineering (M = 3.82) coincides with relatively 

maintained innovation activity (M = 3.75), but with 

significant concerns about security hindering 

creativity (67.4% agreement). This indicates a tension 

between security and innovation firms must innovate 

to protect themselves, yet security concerns may 

simultaneously constrain bold, transformative 

innovation. 

The research contributes to the limited body of 

empirical literature on human-centric security threats 

in African telecommunications by demonstrating that 

social engineering affects innovation through 

complex, adaptive mechanisms rather than simple 

suppression. The study underscores that innovation 

management in telecommunications must integrate 

security considerations as a core component, not 

merely a peripheral constraint. 

 

9. Recommendations 

 

Based on the findings, the following recommendations 

are proposed: 

 

Comprehensive Employee Awareness Training: 

Telecommunication firms should implement regular, 

mandatory training programs on social engineering 

recognition and response. Training should use realistic 

scenarios and case studies from the Nigerian context 

to enhance relevance and retention. 

 

Simulated Phishing and Social Engineering 

Exercises: Organizations should conduct routine 

simulated phishing campaigns and social engineering 

drills to test employee vigilance and reinforce learning 

through experiential practice directly applying Social 

Learning Theory principles. 

 

Multi-Factor Authentication and Verification 

Protocols: Firms must implement technical 

safeguards including MFA for all sensitive system 

access, and establish strict verification protocols for 

information requests, particularly those involving 

innovation-related data. 
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